
     

 
Vol. 12(4) April 2026                                Published by Bhumi Publishing, India                             https://www.bhumipublishing.com/jsri/  

© 2026 The Author(s). This is an open access article distributed under the terms of the  

Creative Commons Attribution (CC BY 4.0) License  

 

                                              Journal of Science Research International (JSRI)  
                                                                                                                                                      ISSN: 2456-6365 (Online)    

 

A COMPREHENSIVE REVIEW OF INTEGRATING ETHICAL  

HACKING METHODOLOGIES WITHIN THE CLOUD-NATIVE SDLC 

Abhijeet Parshuram Salvi*, Manas Shridhar Gawde, Kunal Sharad Shetye,  

Kurup Shishir Radhakrishnan and Kurup Zeeshan Hyder Gopal Krishnan 

Department of Computer Science, 

Pillai College of Arts, Commerce and Science (Empowered Autonomous), New Panvel 

*Corresponding author E-mail: abhijeetsalvi@mes.ac.in   

Received: 21 January 2026 Revised: 17 February 2026 Accepted: 20 March 2026 Published: 13 April 2026 

DOI: https://doi.org/10.5281/zenodo.19548336   

 

Abstract: 

Cloud-native architectures built on microservices, containers, and orchestration platforms dramatically 

accelerate software delivery while expanding the attack surface available to adversaries. Traditional, 

perimeter-centric security models are structurally inadequate for these environments. This paper makes 

three contributions: (i) a systematic analysis of cloud-native security threats mapped to SDLC phases; (ii) 

a comparative evaluation of ethical hacking methodologies and automation tools (Nessus, Metasploit) 

within DevSecOps CI/CD pipelines; and (iii) a proposed Continuous Security Framework (CSF) that embeds 

shift-left penetration testing, Infrastructure-as-Code validation, and real-time feedback loops across the 

full development lifecycle. Empirical data from 2022–2024 show that adopting integrated DevSecOps 

practices reduces mean incident-response time by 75 % while container-vulnerability rates continue to 

rise, underscoring the urgency of proactive, automated ethical hacking. The study concludes that 

combining DevSecOps with structured ethical hacking significantly strengthens security posture without 

sacrificing agility (1–4). 
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1. Introduction 

Cloud-native computing has redefined modern software delivery through microservices, containers, and dynamic 

orchestration platforms such as Kubernetes. While this architecture dramatically improves agility, it 

simultaneously introduces a complex, ever-expanding attack surface. Each microservice endpoint, container 

instance, and API represents a potential vector for exploitation (1, 3). Traditional perimeter-based security models 

cannot keep pace with the ephemeral, distributed nature of cloud workloads, where resources are created and 

destroyed within seconds. 
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DevSecOps addresses this gap by embedding security directly into the development and operations workflow—

shifting security controls left toward the earliest stages of the SDLC (2). The shift-left model reduces remediation 

cost by detecting vulnerabilities at the coding and build stages rather than post-deployment, where fixes are an 

order of magnitude more expensive. Ethical hacking is the critical human-in-the-loop component of this model: by 

simulating adversarial behavior against cloud infrastructure and application logic, ethical hackers surface 

weaknesses that automated scanners alone cannot discover (4). 

This paper examines how ethical hacking methodologies can be systematically integrated into cloud-native 

DevSecOps pipelines. Specific objectives are: (a) analyze the cloud-native threat landscape mapped to SDLC 

phases; (b) evaluate ethical hacking approaches and tooling for cloud environments; (c) propose and validate a 

Continuous Security Framework (CSF) for embedding ethical hacking throughout the software lifecycle; and (d) 

identify future research directions in AI-driven and Zero Trust-aligned security testing. 

2. Literature review 

The security dimensions of cloud-native architectures have attracted substantial academic attention. Distributed 

workloads and API-centric communication introduce vulnerabilities absent from monolithic systems (1). 

DevSecOps has emerged as the leading organizational response, integrating security ownership across 

development, operations, and security teams and achieving measurable reductions in vulnerability-detection 

latency (5,6). The shift-left paradigm has been empirically validated: automated security gates within CI/CD 

pipelines reduce mean-time-to-remediation (MTTR) significantly versus post-deployment auditing (2). 

Ethical hacking in cloud environments extends traditional penetration testing to account for dynamic 

infrastructure, shared-responsibility boundaries, and API attack surfaces (7,8). Tools such as Nessus 

(vulnerability scanning) and Metasploit (exploitation simulation) are widely used but require careful integration 

into automated pipelines to deliver continuous value rather than periodic snapshots (9,10). Despite progress, 

many organizations still struggle with tool sprawl, skills gaps, and cross-team integration (11). This paper 

synthesizes these threads into an actionable, phase-mapped security framework. 

3. Cloud-native security landscape and threat mapping 

Cloud-native systems expand the attack surface through three primary vectors: (i) distributed microservices 

where each inter-service call traverses a network boundary; (ii) dynamic container orchestration that makes 

consistent security monitoring difficult; and (iii) API-centric communication, where the OWASP API Security Top 

10 risks—broken authentication, excessive data exposure, improper rate limiting—are directly exploitable (3, 6). 

Infrastructure-as-Code templates, if misconfigured, can propagate misconfigurations across an entire deployment 

in seconds (12). 

Empirical container security data (2022–2024) illustrate the scale of the challenge. Incident response time 

improved markedly—from 96 hours in 2022 to 24 hours in 2024—reflecting DevSecOps adoption. However, 

containers with critical vulnerabilities rose from 45 % to 79 % over the same period, and infrastructure 

misconfigurations nearly tripled (98 to 280 monthly incidents). These counter-trends confirm that faster response 

cannot substitute for proactive prevention: vulnerabilities must be caught earlier in the pipeline, not merely 

resolved faster after breach. 
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Table 1: Threat-to-SDLC Phase Mapping with Recommended Controls 

Threat Category SDLC Phase Ethical Hacking Activity Primary Tool(s) 

Misconfigured IaC 

templates 

Design / Build Architecture threat 

modeling; IaC static analysis 

Checkov, tfsec, Terrascan 

Insecure container 

images 

Build / CI Image scanning; dependency 

audit 

Trivy, Snyk, Nessus 

API authentication 

flaws (OWASP Top 

10) 

Test Black/gray-box API 

penetration testing 

Metasploit, Burp Suite, 

OWASP ZAP 

Privilege escalation / 

IAM misuse 

Test / Deploy Identity & access control 

validation 

Scout Suite, Prowler 

Runtime container 

escape 

Deploy / Operate Runtime pen-test; adversary 

simulation 

Metasploit, Falco, Sysdig 

Lateral movement / 

data exfiltration 

Operate / Monitor Red-team exercises; log 

forensics 

Metasploit, SIEM tools 

4. Ethical hacking methodologies in cloud environments 

Ethical hacking (authorized penetration testing) simulates adversarial behavior to surface weaknesses before 

malicious actors exploit them (13). Cloud environments require adaptation of classical methodologies: ephemeral 

infrastructure makes reproducible testing environments difficult to maintain; shared-responsibility models 

require coordination with cloud providers to avoid violating acceptable-use policies; and the API-first architecture 

demands dedicated API fuzzing and authorization testing (14). 

Three testing approaches are applied depending on objectives. Black-box testing evaluates the system from an 

external attacker’s perspective with no prior knowledge—best for validating external perimeter controls. White-

box testing, with full access to source code, IaC, and configurations, is suited to deep security reviews during 

development. Gray-box testing provides realistic insider-threat or compromised-credential scenarios, combining 

partial knowledge with active exploitation. 

4.1. Tool comparison: Nessus vs. Metasploit 

Nessus provides automated, signature-based vulnerability scanning across hosts and network services, producing 

prioritized findings with CVSS scores. It excels at continuous, low-overhead scanning within CI/CD pipelines but 

is bounded by its knowledge base of known CVEs and cannot model chained exploits. Metasploit complements 

Nessus with an actively maintained exploitation framework that validates whether a detected vulnerability is truly 

exploitable, supports post-exploitation lateral movement, and enables realistic red-team simulations. Used in 

combination, Nessus identifies the attack surface; Metasploit confirms exploitability and blast radius (15,16). 

5. Proposed Continuous Security Framework (CSF) 

The CSF integrates ethical hacking activities as first-class citizens across all SDLC phases within a DevSecOps 

pipeline, aligned to the shared-responsibility model. Figure 1 illustrates the end-to-end workflow. The framework 

rests on four pillars: 
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i. Shift-Left Threat Modeling — During design, formal threat modeling (STRIDE/PASTA) identifies attack 

vectors in the proposed architecture before a single line of code is written. Architecture review boards 

include security red-teamers alongside developers (2, 4). 

ii. Security-as-Code in CI/CD — Every pipeline stage gates on automated security checks: SAST and SCA 

during build; container-image scanning at packaging; IaC validation before provisioning; DAST and API 

fuzzing during integration testing. Security policies are version-controlled alongside application code, 

ensuring reproducibility and auditability (12, 17). 

iii. Continuous Ethical Hacking — Scheduled gray-box penetration tests and adversary simulations (breach-

and-attack simulation platforms) execute against staging and production-mirror environments. Findings 

feed directly into the pipeline’s defect backlog with CVSS-based priority tags (14). 

iv. Metrics-Driven Feedback — MTTR, vulnerability density per sprint, and false-positive rate are tracked as 

engineering KPIs. Security dashboards are co-owned by development and security teams, closing the 

accountability gap that frustrates DevSecOps adoption (18,19). 

Table 2. CSF Pipeline: SDLC Phase → Security Gate → Ethical Hacking Activity 

SDLC Phase Automated Gate Ethical Hacking Activity Responsibility (Shared 

Model) 

Plan / Design Threat model review Architecture red-team Customer 

Code / Build SAST, SCA, secrets scan Code-level pen review Customer 

Package Container image scan Image exploit testing Customer 

Test DAST, API fuzzing Black/gray-box pen test Customer 

Deploy IaC policy check Privilege escalation test Shared 

Operate / 

Monitor 

SIEM, runtime detection Red-team / BAS exercises Provider (infra) + 

Customer (app) 

The shared-responsibility dimension (rightmost column) is deliberately included: a common source of security 

gaps is the customer assumption that the cloud provider secures all layers. The CSF explicitly assigns ethical 

hacking validation at the boundary between provider and customer responsibility, ensuring coverage of the grey 

zone (19, 20). 

6. Discussion 

The analysis confirms that cloud-native security cannot be treated as an add-on. The 2022–2024 trend data 

demonstrate a paradox: DevSecOps adoption measurably improves response capability, yet the absolute number 

of critical vulnerabilities continues to rise. This is consistent with Jevons-style rebound effects in technology 

adoption—faster deployment cycles simply introduce vulnerabilities faster than improved response can 

neutralize them. The CSF addresses this directly by moving the intervention point from response to prevention. 

Three implementation challenges deserve emphasis. First, tool integration complexity: Nessus and Metasploit 

alone span different protocols, output formats, and automation interfaces; a mature CSF requires orchestration 

middleware (e.g., a vulnerability management platform) to normalize findings. Second, skills scarcity: ethical 

hacking expertise is not yet standard in development teams, making security champions programs and automated 

adversary-simulation platforms (BAS) critical enablers (14,15). Third, shared-responsibility ambiguity: 
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organizations frequently misplace security obligations at the IaaS/PaaS boundary; explicit RACI matrices within 

the CSF resolve this. 

Conclusion and future work 

This paper presented a Continuous Security Framework that integrates ethical hacking as a structural component 

of cloud-native DevSecOps pipelines. The key contributions are a threat-to-SDLC mapping table that 

operationalizes security across all development phases, a phase-by-phase CSF pipeline with explicit shared-

responsibility assignments, and a comparative tool analysis positioning Nessus and Metasploit as complementary 

rather than competing instruments. The empirical 2022–2024 trends confirm that proactive, shift-left ethical 

hacking is not merely beneficial but necessary to offset rising container-vulnerability rates. 

Three directions offer high-value future research. (i) AI-Driven Adversary Simulation: large language models and 

reinforcement-learning agents can generate novel attack chains beyond fixed CVE databases, enabling coverage 

of zero-day-class vulnerabilities within automated pipelines (21,22). (ii) Continuous BAS Integration: breach-and-

attack simulation platforms executing on a daily cadence against production mirrors would provide near-real-

time security validation, replacing periodic assessments (23). (iii) Zero Trust Alignment: integrating Zero Trust 

architecture principles—micro-segmentation, continuous identity verification, least-privilege enforcement—with 

ethical hacking validation creates a self-reinforcing security loop where each trust boundary is proactively tested 

(24,25). 
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